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Foreword

This Best Practices Manual for Point of Sale (POS) Lifecycle Security sets out to
provide minimum international security guidelines focused on maintaining a
trusted environment for POS transactions.

The automation of credit and debit card transactions at the point of sale has been
growing in scale since the early 1980s. With the growing proliferation of new
ways to use a card (for example, electronic commerce, mobile commerce, mobile
phone top up etc), new card types like pre-paid cards and new technologies such
as smartcards, the maintenance and implementation of security standards in
financial services has become ever more onerous and complicated.

In addition to all this change, there is the growing problem of migration of fraud in
multiple directions — geographically, across countries, vertically, across the
lifecycle of delivery channels, and horizontally, across different channels (for
example, from compromises of cards and PINs through phishing, to ATM fraud or
from POS compromises to ATM fraud).

At the beginning of 2006, the ATMIA Debit Council set up a POS industry task
force. Its aim was to help prevent POS fraud through security best practice
recommendations for the POS lifecycle. In addition, it wanted to facilitate closer
collaboration between the POS and ATM industry to jointly fight debit card fraud.

This best practice manual is the result. We trust it will lead to a greater
understanding of POS lifecycle security and to greater industry collaboration in
the fight against fraud. This manual is intended for several audiences:

e Retailers

e POS processors

e Encryption Service Organizations

e Auditors, Security personnel

e Managers who have responsibility for securing their POS installations and
for meeting network and PCI requirements

It is anticipated that later versions of this manual will discuss security practices
for RFID POS devices and add a comprehensive Glossary of Terms for POS
security.

The POS Security Task Force
ATMIA Debit Council
January 2007
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CHAPTER 1

WHAT IS POINT OF SALE (POS) LIFECYCLE SECURITY?

In the field of security, the saying “a chain is only as strong as its weakest link” is
especially true. Criminals are known to migrate along the path of least resistance
to the softest, or least risky, target. Any security system is only as strong as its
weakest link.

When it comes to the security of the millions of point of sale (POS) devices in
operation today, it is essential to define the operational lifecycle of these
terminals. Defining the lifecycle helps to highlight the points at which criminals
can attack POS devices.

Once the POS lifecycle has been described and defined, security best practices
can be directed at all operational phases so that the whole “chain” is strong and
secure.

The obijective of lifecycle security best practices is to maintain a trusted
environment for POS transactions. It is essential for all stakeholders in the POS
security lifecycle to have written procedures to ensure that proper processes are
consistently followed, and that they stress the principles of dual control and split
knowledge® to protect the encryption key.

In biology, lifecycle refers to the complete series of stages through which an
organism passes from conception, through maturation to eventual death. The
idea of a lifecycle is that these stages are linked as the organism passes from
one stage to the next in a natural sequence. The POS operational lifecycle
covers all the phases, processes, systems, procedures, and operations required
to deliver POS services to bank customers and cardholders.

The term POS lifecycle refers to all the interlinked phases involved within the
business processes required for the functioning and operating of the POS. In the
POS business or operational lifecycle, certain processes, actions, and operations
happen in a sequence of steps resulting in POS devices carrying out electronic
transactions for cardholders. For example, for the POS device to effect an
electronic payment, the cardholder needs to insert his card and identify himself
(for example, through a PIN or signature). Then, the transaction needs to be
authorized by his bank through a process that links the payments terminal via a
network and switches to the bank’s authorizing system.

! Dual Control means that at least two authorized individuals are required to work in partnership to carry out an activity,
such as generating, storing, or loading the clear text components of a key. Split Knowledge means that no single individual
knows, or has access to, a whole entity, be it all the clear-text components of a key, or the combination of a safe where key
components are stored.




When applied to POS security, this business lifecycle is seen as a series of
phases where different kinds of protection are needed at different points along
the lifecycle. Lifecycle security is the strategy of looking in a high-level,
coordinated way, at all the phases along the lifecycle, constantly assessing crime
migration patterns. Criminals are quick to spot vulnerabilities and gaps in the
lifecycle.

Figure 1: Protecting the POS Lifecycle
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Cardholder Security

Cardholder security refers to the ways in which cardholders can be educated to
manage their card and POS usage in a sensible and securitv-conscious wav.

The industry should educate cardholders to be co-managers of their bank
accounts, finances and cards. Law enforcement agencies agree that increasing
cardholder security awareness can lead to significant reduction in fraud.

POS Compliance Security
These best practices are intended to ensure the following:

e That the POS device has been tested and that it is an approved Tamper-
Resistant Security Module (TRSM) (approved as a TRSM, that is, by the
network or PCI standards company)

e That the device has been inspected for tampering before the encryption
keys are injected




e That either a DUKPT or Triple DES key that was created under the
principles of dual control and split knowledge? has been injected into the
device before PINs are entered

e That each device will have unique keys

POS Deployment, Repair and Tracking Security

These best practices will cover terminal inventory and tracking controls during all
phases of its lifecycle:

e During the manufacturing phase
e While in transit and during testing

e During the key injection process and the installation commissioning
process

e During operation (merchant use phase)
e During offline periods of storage, repair or inactivity

During each phase, it is important to track the movements of the device including
which individuals have access to the device from the time of manufacture and
key injection to the time of approval and installation. The purpose here is to
control the device so that it cannot be intercepted and illegally modified. Once the
device arrives at the retailer, it needs to be securely initialized to complete the
deployment phase. It is critical that physical access and monitoring controls exist
at the manufacturer, repair facility, injection facility, storage site, and retailer to
reduce the risk of interception and the surreptitious insertion of a parasite or
monitoring device.

POS Physical Security

POS physical security covers the security measures undertaken to ensure that
the POS machine is properly installed, managed, and protected in a way that
addresses and manages risks of attacks against it. These security measures
manage and protect against theft and illegal modification. These measures also
protect the cardholder’s PIN entry privacy. POS devices should be inventoried
and placed in secured, locked and monitored areas during storage, servicing and
shipping. Physical security measures can encompass heavy duty “potting” or
binding of the device to the logic unit. It can also encompass additional bolting,
straps or other measures which would impede the removal of a device once it is
operational.

2 Dual Control means that at least two authorized individuals are required to work in partnership to carry out an activity,
such as generating, storing, or loading the clear text components of a key. Split Knowledge means that no single individual
knows, or has access to, a whole entity, be it all the clear-text components of a key, or the combination of a safe where key
components are stored.




PIN & Encryption Security

The move to PIN entry as a form of cardholder verification at the point of sale
demands that PINs and customer PIN entry be protected to the same standard
as those in ATMs. Additional controls should be introduced to address differing
needs for physical security at each terminal. For example, attackers could
capture a PIN and the magnetic stripe data and create a counterfeit magnetic
stripe card that could be used at other terminals such as ATMs. If PIN Entry
Devices (PEDs) are shown to be insecure, cardholders will cease using their
PINs, thus negating the additional level of security that PIN authorization gives to
a transaction.

Cryptographic security has to do with the protection of PIN numbers, utilizing
secure encryption key management policies and procedures based on ANSI
X9.8 and X9.24. Cryptography, along with strong encryption key management, is
used to protect PINs and PIN keys to reduce the risk of financial loss by fraud,
thereby maintaining the integrity and confidentiality of the PIN debit network and
instilling cardholder confidence in the use of both the ATM and the POS
networks. The logical units which form POS or EPOS terminals can be
implemented in a variety of physical configurations and the requirements for PIN
encryption and authentication vary according to this configuration.

Protecting the card data and the means of customer identification from potential
compromise is vital for the security of all delivery channels, whether the delivery
channel be PIN, signature, or password. Additionally, all the other card
transaction data carried within the transaction message from the POS terminal
and through the authorization process needs to be protected from potential
interception and misuse. This can be accomplished in real-time capture
messages with the use of transaction keys for selective encryption and for
authentication of messages.However, cryptographic security systems may also
be used in a non real-time capture message environment.

Note that the card schemes have requirements regarding the security and
storage of data.

POS transactional and data security is about initiating, implementing, and
maintaining information security within payment networks. As messages and
transactions in these networks contain both sensitive cardholder data and related
financial information, it is important that the networks safeguard this information.
The transactional security controls should be applied throughout a POS payment
network, from the POS to the authorization process, including all transaction
processing and the generation and storage of PINs and cryptographic keys.

10



POS Software Security

These best practices will cover the prevention of PINs and track 2 data from
being stored on the POS software. POS software security also refers to general
cyber security for computer, network, and information security as well as
guidelines for operating POS platforms. The logical functions may either be in
devices located at the point of sale or may be included in software running at the
outlet or a central computer fronting several outlets. These systems may be bank
owned or card acceptor owned.

POS Connectivity Security

POS Connectivity Security involves line encryption and protection of data over
the communications lines between POS devices and their host systems to
prevent interceptions of data through devices like wire-tapping or “wireless”

tapping.

POS Decommissioning Security

POS decommissioning security involves ensuring that POS management entities
have policies and procedures in place to ensure that POS devices due for
decommissioning have their cryptographic keys safely removed when the
terminal is de-installed and that the device is then “zeroized”. “Zeroized” devices
have no remaining encryption keys or data within them. Procedures should exist
and should be followed during the physical removal and transportation of the de-
installed device to ensure that it cannot be stolen, intercepted or otherwise
acquired by fraudsters or criminals with a view to illegal “reverse engineering” in
unauthorized modifications or through obtaining key material which can

compromise PINs.

11



CHAPTER 2

ToP TIPS FOR POS CARDHOLDER SECURITY

POS Customer Usage Guide

The following Point of Sale Customer Usage Guide is offered to enhance the
security of the POS customer experience. Cardholders are sometimes in a
position to avoid common POS crimes. These tips will help them to understand
what they can do to avoid becoming victims of some POS crimes.

Check the Area around the POS Device

Scan the area briefly as you approach the cashier to ensure no
electronic surveillance cameras are directed towards the POS device.
Notify a manager if there are any suspicious-looking individuals around.
Avoid using the terminal if you feel unsafe, if it looks unusual, such as
having strange labels on it, or if it looks like it has been tampered with.

Avoid opening your purse, bag, or wallet while you wait in line. Rather
have your card ready in your hand before you approach the point of sale.

Stay Focused During Transaction

Be especially cautious if strangers offer to help you complete the
transaction, even if you are experiencing difficulty with it. Never allow
anyone to distract you while you are at the point of sale. If the cashier or
retail clerk offers to “help” you by entering your PIN or removing the card
from your sight, kindly refuse the offer.

Ensure your handbag, wallet, and/or possessions are secure if and when
you are asked to sign the transaction slip.

Be aware of other customers trying to observe your transaction or
standing too close to you. Check that other individuals in the line keep an
acceptable distance from you.

Be on the look out for individuals who might be watching you enter your
PIN. If necessary, obstruct unauthorized viewing of your PIN while it is
being entered. Do this by raising your hand for cover or by positioning
yourself so that it is difficult for others to see you enter your PIN.

If there is a delay, timeout, or cancelled or aborted transactions, and if a
second attempt is made to complete the transaction, make note of the
date and location and check your monthly statement to ensure a double
debit has not occurred.

12




If you notice unusual messages on the terminal screen or if you are
prompted to enter your PIN twice, be sure to notify store personnel or the
retailer’s customer service department. You should only have to enter
your PIN once for the transaction.

If you requested cash back on the POS transaction, make sure you
receive the cash and check the amount on the transaction slip.

Never let your card out of your sight during a transaction and follow the
merchant, retailer, or waiter if they move away to another area to swipe
your card. The merchant should only run the card through the POS
terminal, not through any other device.

Do not be in a hurry during the transaction, and carefully secure your
card and/or cash in your wallet, handbag, or pocket before leaving the
counter. Do not forget to take your card with you!

Protect your PIN, Card, and Account

Do not be tricked into providing the three digit or four digit security codes
that appear on the front or back of your card, not even to the bank,
cashier, or police (except in cases of card transactions with reputable
companies with whom you feel comfortable, phone orders, and Internet-
based payments). These codes are intended to prevent thieves from
copying your card.

Do not give your card or PIN number to any stranger. Memorize your PIN
(if you must write it down, do so in a disguised manner and never carry it
with your card). Try not to use obvious and guessable numbers for your
PIN like your date of birth. Please remember financial institutions NEVER
use email, telephone, or other means to ask you for your PIN.

If your card gets retained or lost or if you are interfered with at a point of
sale, report this immediately to the bank and/or police.

Keep your printed transaction record so that when you receive your
monthly statement, you can check that the correct amounts were debited
from your account.

13



Top Five Tips for POS Transactions

To enhance the security of the POS customer experience

1.

Feel physically secure by ensuring there are no cameras around, no one
suspicious is nearby, and no one is able to peek over your shoulder while
you enter your PIN. Notify a manager if anything appears unusual or
unsafe.

Secure your possessions (purse, bag, wallet, card, and money) before,
during, and after the transaction. Don’t hurry unnecessarily.

Have your card in hand when approaching the POS device, and shield
your hand when entering your PIN.

. Enter your PIN only once. Do not tell anyone what your PIN number is, not

even the bank, cashier, or police.

Always maintain possession of your card except when the teller or cashier
is using it to process your transaction.

14



CHAPTER 3

POS COMPLIANCE SECURITY

These best practices are intended to ensure the following:

« That the POS device has been tested and that it is an approved Tamper-
Resistant Security Module (TRSM) (approved as a TRSM, that is, by the
network or PCI standards company)

« That the device has been inspected for tampering before the encryption
keys are injected

e That either a DUKPT or Triple DES key that was created under the
principles of dual control and split knowledge has been injected into the
device before PINs are entered

e That each device will have unique keys

The ATMIA Debit Council regards the requirements of The Payment Card
Industry Data Security Standard (PCI DSS) as binding on the industry. The
principles of dual control and split knowledge® are fundamental to the
protection of encryption keys. These principles should be applied
throughout all key lifecycle stages and included in relevant written
procedures.

Benefits of PCI DSS Compliance

Benefits of compliance include limiting financial and reputational risk, protecting
the consumer, and promoting confidence in the payment industry.

PCI DSS

PCI DSS resulted from collaboration between MasterCard Worldwide and Visa
International to create common industry security requirements. PCI DSS was
subsequently adopted by American Express, Discover Financial Services, and
The Japan Credit Bureau (JCB). These electronic payment networks collectively
founded the PCI Security Standards Council (www.pcisecuritystandards.org) and
published the standard.

3Dual Control means that at least two authorized individuals are required to work in partnership to carry out an activity,
such as generating, storing, or loading the clear text components of a key. Split Knowledge means that no single individual
knows, or has access to, a whole entity, be it all the clear-text components of a key, or the combination of a safe where key
components are stored.

15



http://www.pcisecuritystandards.org/

Twelve PCI DSS Requirements in Six Categories

1. Build and Maintain a Secure Network
Requirement 1: Install and maintain a firewall configuration to protect data
Requirement 2: Do not use vendor-supplied defaults for system passwords

and other security parameters

2. Protect Cardholder Data
Requirement 3: Protect stored data

Requirement 4: Encrypt transmission of cardholder and sensitive information
across public networks

3. Maintain a Vulnerability Management Program
Requirement 5: Use and regularly update antivirus software
Requirement 6: Develop and maintain secure systems and applications

4, Implement Strong Access Control Measures

Requirement 7: Restrict access to data by business need-to-know
Requirement 8: Assign a unique ID to each person with computer access
Requirement 9: Restrict physical access to cardholder data

5. Regularly Monitor and Test Networks

Requirement 10:  Track and monitor all access to network resources and
cardholder data

Requirement 11:  Regularly test security systems and processes

6. Maintain an Information Security Policy

Requirement 12:  Maintain a policy that addresses information security for
employees and contractors

16



Compliance Validation and Payment Applications

In addition to the twelve compliance requirements for the PCI DSS, there is
validation of compliance whereby entities verify and demonstrate their
compliance status to an independent assessor. The independent assessor
provides a report to the merchant, switch or processor. Upon clearance of any
open issues (cited by the independent assessor that may be a bar to full or
nominal compliance) the independent assessor notifies the network that the
entity is PCI compliant. The network, e.g. Visa, will then place the entity on its
web-based approval list.

Acquirers are responsible for ensuring that all of their merchants comply with the
PCI DSS requirements. However, each network has defined ‘Merchant Levels’
based on the type and volume of transaction. Service providers are classified as
either Third-Party Processors (TPP) or Data Storage Entities (DSE). They are
required to be PCI DSS compliant as are issuers and acquirers, who in turn, are
responsible for ensuring that the merchants are in compliance.

Although there may not be a direct contractual relationship between merchant
service providers and acquirers, card associations define which members are
responsible for any liability that results from non-compliance. Each association
has guidelines and best practice recommendations for payment application
vendors and software developers.

Merchants and service providers need to take immediate action in case of a
suspected or confirmed security breach. Compromised entities should take the
following actions, which should be contained in written procedures:

1. Once the compromise has been identified take the appropriate measures
to contain and limit the exposure.

2. Compromised systems need to be identified and isolated, but they should
not be accessed.

3. Document and log all actions taken.

4. All forensic evidence, such as computer logs, need to be secured and
preserved.

5. Wireless networks should change the Service Set Identifier (SSID — a
value which is broadcast to anyone who wishes to log on) on their
connected systems, except for the compromised systems.

6. Alert all necessary parties including internal security, the association fraud
group, the merchant bank if applicable, and the appropriate law
enforcement agencies.

7. Provide the compromised accounts to the associations in a secure
manner.

8. Provide the associations with incident reports, and follow other procedures
depending on the type of compromise and level.

17



The Principle of Safe Harbor

Safe Harbor provides members in networks that follow PCI protection from fines
and compliance exposure in the event its merchant or service provider
experiences a data compromise.

To attain Safe Harbor status a member, merchant, or service provider must
maintain full compliance at all times, including at the time of breach. A forensic
investigation will be performed and a member must demonstrate that prior to the
compromise their merchant had already met the compliance validation
requirements and demonstrated full compliance. Submission of compliance
documentation does not necessarily provide the association members Safe
Harbor status. The entity must have complied with all the requirements at the
time of the compromise.

18



CHAPTER 4

POS DEPLOYMENT, REPAIR & TRACKING SECURITY

There have been reports of POS systems being compromised in the field during
normal operation sometime after deployment. These devices are modified in
such a way that cardholder information, like the magnetic stripe data and the
PIN, is recorded. The recorded data is then used to commit fraud in a variety of
ways, including cash withdrawals from ATMs.

In response to this threat, POS payment security is being strengthened. It is
becoming more and more difficult to modify payment systems after they have
been deployed by using tamper evidence and tamper resistant methods to detect
unauthorized modifications. As has been mentioned, a security system is only as
strong as its weakest link. As the security of the device improves, the
vulnerability is shifting such that the unauthorized modifications may be easier to
make before deployment.

The best practices in this chapter will cover terminal inventory and tracking
controls during all phases of its lifecycle:

e During the manufacturing phase
e While in transit and during testing

e During the key injection process and the installation commissioning
process

e During operation (merchant use phase)
e During offline periods of storage, repair, or inactivity

The security measures required to protect the POS system prior to deployment
will vary based on the security design of the device. These security measures
must be established so that unauthorized modifications are not made to the
device before it is deployed. This enables the cardholder’s information to be
recorded securely when the POS system is deployed.

The illustration below is the lifecycle of a PIN Entry Device (PED). The security
guidelines for PEDs are a good foundation for security implementation in any
POS system. Each phase of the PED lifecycle is discussed along with any
applicable standards or testing programs for each phase.

19




Figure 2: PED Lifecycle

PED Development Phase

Security must be designed into a product at the earliest stages of development. It
is extremely difficult to significantly increase the physical security after a product
has been developed. Therefore, the level of security is established in the initial
design.

Check the ISO requirements defined in Chapter 6 “POS PIN & Encryption
Security” in the sections “Recommendations for TRSMs” and “Recommendations
for PEDs”.

Security guidelines include:

e Perform due diligence when selecting logical modules or determining
secure components

o Test for vulnerabilities including side channel attacks (examples include
Simple Power Analysis and Differential Power Analysis)

e  Submit products for security review by an independent assessor (for
example, PCI PED program)

20



PED Manufacturing Phase

Most manufacturing facilities follow very precise procedures when building
products. The products are defined by a bill of materials and specific build
instructions. Products are inspected at several steps in the manufacturing
process. Inventory controls are in place and access to components is limited.

Security guidelines during the manufacturing phase are:
e Ensure product is built to the bill of materials

« Physical security measures can encompass heavy duty “potting” or
binding of the device to the logic unit. It can also encompass additional
bolting, straps or other measures which would impede the removal of a
device (once it is operational)

e Ensure firmware has not been modified

PED Storage Phase

PEDs must be securely stored to prevent undetected and unauthorized
modifications to the device. PEDs could be stored at a variety of places during
their lifecycle up to de-commissioning. The storage requirements will vary
depending on the design of the device. Two methods of storage are:

1. A secure storage facility with dual access control so that one person is
never alone in the storage area

2. Tamper resistant or evident packaging

Some devices may be secured during the manufacturing process; therefore, they
would not require additional secure storage.

At this phase of the device’s lifecycle, it needs to be protected from unauthorized
modifications before being deployed. A secure storage area must physically
protect the device so that no one person can gain access. When relying on
tamper evidence, either with tamper-evident packaging or a tamper-evident
device design, tampering must be detected prior to loading keys into the device.
Any tampering must be investigated to ensure there have been no unauthorized
alterations of the device.

PED Key Loading Facility Phase

The key loading facility must also store the device in a secure manner as
described in the above storage section. Processes and procedures are followed
to ensure the overall secure handling of the device. Key loading facilities should
be inspected to ensure that devices are not tampered with and that keys are
handled in a compliant manner. Physical access to the facility should be limited
by secure access or similar means. Devices must be inspected by the key loader
for any signs of tampering prior to key injection. It is critical that software not be
used to manage or load the keys, create variants, or translate pins.
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PED Merchant Use Phase

Merchant use is the longest part of the device’s lifecycle. This is the time the
device is most vulnerable to attack. The security of the system must rely on the
physical and logical security of the device as it is in operation.

The merchant should have written procedures to follow during this phase.
Merchant verification should be emphasized in these procedures. The merchant
should have a contact phone number of the PED supplier/operator responsible
for maintaining it. This number should be available to the merchant at the PED
device. When a person comes to upgrade or substitute or maintain the PED in
any way, the merchant should call the phone number to verify authenticity of the
repairman/installer, i.e. determine authorization for the PED repair, upgrade, or
substitution. The merchant should verify the repairman’s picture identification,
log both the visit and repairman’s identification, and, if possible, notify the
repairman that the visit is being recorded by a security camera. If the visit is
during non-business hours, the merchant should verify authorization of the repair
with the PED supplier/operator on the following business day.

PED Decommissioning Phase

When a device is returned from its operational environment, it must be
decommissioned (see Chapter 9 “POS Decommissioning Security”). At a
minimum, the encryption keys must be cleared from the device. The method to
clear the keys will vary depending on the design of the device. Once the keys
have been cleared the device must be securely stored like in the manufacturing
phase. If the device is to be re-deployed, it should be thoroughly inspected to
ensure it does not have any unauthorized modifications.

PED Repairs Phase

The repairs phase is very similar to the manufacturing phase. In both phases the
facility has all the parts to produce a working device. They also carry all the parts
that could be used to conceal tamper evidence in the case of unauthorized
modifications. A concern in the repair phase is that the repair facility is typically
not the original manufacturer. The product, after repair, still carries the name and
brand of the original manufacturer, so unauthorized modifications can reflect
poorly on the original manufacturer. It is therefore recommended that the
merchant should contact the manufacturer to notify them of any repairs due to be
carried out by a third-party.

Bills of material must be up-to-date and firmware must be up-to-date. In addition,
only authorized components should be used. Firmware is the logic or commands
that are embedded inside the hardware module.
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CHAPTER 5

POS PHysicAL SECURITY

Scope of POS Physical Security

The POS device provides the interface between the merchant’s customer, with
their debit card, and the retail banking system that processes the transaction.
There are tens of millions of POS PIN entry devices worldwide that facilitate
purchase transactions at such diverse sites as convenience stores, petrol
stations, multi-lane retail stores, small merchants, taxi and limousine services,
and other point-of-purchase options.

Different POS operating environments are described as one or more of the
following:

e Countertop
o Portable
e Handover
e PIN entry only
e Customer-activated with PIN entry
e AFD (Automated Fuel Dispenser)

In this chapter, the POS operating environment is defined along with a
description of the scope of security. The possible observation corridors will be
identified. This is followed by suggestions for physically securing the POS
operating environment.The environment can and should be secured in the
following instances:

o Choosing and maintaining a secure location site (site security)
e Installing the device

« Inspecting the device

e Suspected fraud response

23




Table 1: Maintaining Physical Securit

POS Checkpoints for maintaining physical security
Ope_rating Location Site Installing Inspection Process
Environment Security Process

Countertop v v v

Portable v
Handover v v

AFD v v v

Countertop POS

Definition of Countertop POS

Countertop POS devices may be fixed to a countertop, usually on a
permanent stand, or somewhat unfixed depending on the merchant and
installation choice. In both cases the countertop POS device is co-located
with the cash register or point-of-purchase. Typically, POS devices are
situated in places like convenience stores, petrol stations, supermarkets,
and shopping malls.

Scope of Security for Countertop Devices

In a countertop environment, the POS device is almost always within view of
the merchant. Unlike portable devices, removal of the POS device is unusual;
and removal would make the integrity of the POS device suspect. The scope
of security then makes certain presumptions that limit risk:

e« The POS device stays within the merchant’s environment
e The merchant environment precludes unattended operation
e Some degree of surveillance usually augments human presence

o The POS device is typically co-located with the point-of-purchase
(for example, cash register)
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Observation Corridors

Observations corridors occur when people or observation devices (for example,
security cameras) can view the POS operating system. Observation corridors
weaken the security of the POS operating environment.

e Clerk or merchant looking over keypad when POS device is
customer facing

e  “Shoulder surfing” (when a person peers or peeks over another’'s
shoulder to watch or spy on them) from other customers in the
queue

e Malicious observation from security cameras

e Observation by means of safety mirrors

Site Security

The location of the POS device should be assessed in terms of the presence
of video cameras, relative position of other customers, and orientation relative
to the clerk. Video cameras should be deployed to observe the device, but not
the keypad. The customer should be able to position themselves between the
POS device and other customers. Since the customer cannot effectively block
observation by the clerk, consideration should be given to enhancing the area
surrounding the POS device with visual barriers.

A written assessment should be produced for the merchant and installer that
identifies the potential vulnerabilities, proposed remedies, and installation
guidelines.

Installation Process

It is preferred that the POS device be mounted to a sturdy metal stand that
will allow some variation in positioning. The ability to position the POS device
enhances customer security. The metal stand should be securely attached to
the countertop surface with hardware that prevents easy removal (for
example, carriage bolts). If the POS device does not incorporate a privacy
shield, installation should include placing visual barriers to prevent PIN
observation by other customers or the clerk.

Inspection Process

The merchant should periodically inspect the POS device for evidence of
physical penetration. Such penetration may be disguised under new or
refurbished labels. The device should be examined along case seams and
connector ports for evidence of wires exiting the unit. If compromise is
suspected, the merchant should contact the installer or processor
representative.
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Portable POS

Definition of Portable POS

A portable POS environment exists when the merchant or clerk transports the
POS device to the point of service. Typical uses are in food delivery and
rental drop-off. In some cases the device is retained by the clerk or merchant
for card swiping/insertion and then passed to the customer for PIN entry.
Alternatively, the device may be customer-activated where the customer
swipes/inserts their card and enters the PIN number. In this sense portable
POS devices share similar security concerns with handover POS devices.

Scope of Security for Portable Devices

In a portable environment, the POS device is almost always within the view of
either the merchant or customer (at transaction time). Both the clerk and
customer can avail themselves of gross physical inspection of the POS
device. The scope of security then makes certain presumptions that limit risk:

e« The POS device stays within the merchant’s control
e The merchant environment precludes unattended operation

Risk increases, however, because prolonged absence from service is not
easily detected. This risk is addressed by the tamper mechanisms of the
device itself; thus, outside the scope of this chapter.

Observation Corridors

e Clerk or merchant looking over keypad when POS device is
customer-facing

e “Shoulder surfing” from other people standing nearby (for example,
airport rental car, carnivals, flea markets, and fairs)

Inspection Process

The merchant should periodically inspect the POS device for evidence of
physical penetration. Such penetration may be disguised under new or
refurbished labels. The device should be examined along case seams and
connector ports for evidence of wires exiting the unit. If compromise is
suspected, the merchant should contact the installer or processor
representative.
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Handover POS

Definition of Handover POS

Handover POS devices may be either PIN-entry only or customer-activated.
In both cases the handover POS device is co-located with the cash register or
point-of-purchase and is either customer-facing or passed from the merchant
to customer. Customer-facing devices might be in a cradle. Typically, they are
situated in convenience stores and small merchants.

Scope of Security for Handover Devices

In a handover environment, the POS device is almost always within the view
of either the merchant or a customer. Unlike portable devices, removal of the
POS device is unusual and would make the integrity of the POS device
suspect. The scope of security then makes certain presumptions that limit
risk:

« The POS device stays within the merchant’s environment
e The merchant environment precludes unattended operation
e Some degree of surveillance usually augments human presence
e« The POS device is typically co-located with the point-of-purchase
(for example, cash register)
Observation Corridors
e “Shoulder surfing” from other customers in the queue
e Malicious observation from security cameras
e Observation by means of safety mirrors

Site Security

The location of the POS device should be assessed in terms of the presence

of video cameras, relative position of other customers, and orientation relative
to the clerk. Video cameras should be deployed to observe the device but not
the keypad. The customer should be able to position themselves between the
POS device and other customers — typically the customer uses their body to

obscure covert surveillance.

A written assessment should be produced for the merchant and installer that
identifies the potential vulnerabilities, proposed remedies, and installation
guidelines.

27



Inspection Process

The merchant should periodically inspect the POS device for evidence of
physical penetration. Such penetration may be disguised under new or
refurbished labels. The device should be examined along case seams and
connector ports for evidence of wires exiting the unit. Since this is a portable
device, evidence of external wires is likely an antenna. If compromise is
suspected, the merchant should contact the installer or processor
representative.

AFD (Automated Fuel Dispenser)

Definition of an AFD

AFD devices may be fixed to a structural pole or incorporated into a fuel
pump. The latter case is often called “pay at the pump.” In the former method,
the AFD is a component of a system that accepts cash or cards and requires
identifying the pump to be dispensed.

Scope of Security for AFDs

Whether the AFD is pay at the pump or incorporated into the system, device
is not within view of the merchant unless it is by surveillance cameras — itself
a security concern. The AFD is difficult, if not impossible, to remove without
physical damage; therefore, criminals prefer an in-situ attack that involves no
removal of components. The scope of security then makes certain
presumptions that limit risk:

e The POS device stays within the merchant’s environment

e The AFD is virtually impossible to remove and modify (in other
words, it would have to be modified in the same location)

e Some degree of surveillance usually augments human presence

Observation Corridors:
« Alteration of the device “in situ”
e "Shoulder surfing" from other customers in the queue
o Distant observation by someone equipped with telescopic optics
e Malicious observation by security cameras
e Hidden cameras in signage and brochure holders
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Site Security

Since AFDs are often used without operator presence, video surveillance is
recommended. However, orientation of the camera should be managed in a way
to prevent observation of the AFD keypad yet allowing the interception of
attempts to tamper with the AFD. Means should be considered to allow the
customer to block surreptitious observation of the PIN by other people near the
AFD. It has been noted that in collusive attacks, the PIN has been captured by
someone with binoculars and an accomplice who asks the clerk for a duplicate
receipt -- this amplifies the need for the customer to block observation when
entering their PIN.

Installation Process

The PIN processing element is a component of the fuelling pump. Safety is the
primary consideration when building a fuel pump and POS security is a
secondary concern. It is essential that the AFD be installed with robust or non-
reversible screws, straps or other mechanisms which would retard installation of
a parasite or skimming device.

Inspection Process

The operator should routinely inspect the AFD for signs of tampering including
the placement of accessories such as brochure holders and signage. The card
reader mechanism should be inspected for evidence of removal and replacement
or presence of a "secondary" (or illegal) reader.

Damage to screws and bolts should arose suspicion and instigate further, more
detailed, inspection.
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CHAPTER ©

POS PIN & ENCRYPTION SECURITY

Purpose of Recommendations

These PIN security and data encryption recommendations are aimed at providing
educational guidelines for the POS Terminals Industry to ensure PIN security and
encryption key security are kept at the highest levels possible at all times. In
particular, the recommendations are intended for use by all acquiring institutions
and agents responsible for PIN transaction processing on the payment card
industry participants’ denominated accounts. The recommendations should be
used in conjunction with applicable industry standards.

Objectives of PIN Security & Key Management

The principle behind POS data encryption and key management is to protect the
payment card data and customer entered PIN against unauthorized disclosure,
compromise, and misuse throughout the life of a transaction.

This goal can be broken down into the 7 separate objectives listed below, and
the requirements and best practices described in this document are aimed at
meeting these objectives.
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OBJECTIVE 1 >

OBJECTIVE 2 »

OBJECTIVE 3 »

OBJECTIVE 4 »

OBJECTIVE 5 >

OBJECTIVE 6 »

OBJECTIVE 7 »

Data encryption is used to secure and render data
unreadable prior to payment card transaction authorization.

Cryptographic keys used for PIN encryption/decryption and
related key management are created using processes that
ensure that it is not possible to predict any key or determine
that certain keys are more probable than other keys.

Data encryption keys are conveyed or transmitted in a secure
manner.

Data encryption keys are generated and stored within the
POS application; those keys are handled and loaded into
hosts and PIN entry devices in a secure manner.

Keys are used in a manner that prevents and detects their
unauthorized usage.

Keys are administered in a secure manner such that
documented processes are followed to revoke existing data
encryption keys, re-generate new data encryption keys, and
re-encrypt existing cardholder data using the new data
encryption keys.

Procedures used to process data encryption keys, PINs, and
keys are managed in a secure manner.

The Scope of PIN & Encryption Security Recommendations

This Chapter contains a complete set of recommendations* for securing PIN data
during online and offline payment card transaction processing at POS terminals.

The recommendations are intended for use by all acquiring institutions and
agents responsible for PIN transaction processing on the payment card industry
participants’ denominated accounts and should be used in conjunction with
applicable industry standards.

4 In order to create a secure environment, networks and acquirers should treat these recommendations as "requirements".
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In order to establish a secure environment for PIN based transactions, this
Chapter sets out the minimum acceptable ‘recommendations’® for securing PINs
and encryption keys. Its purpose is to aid all electronic payment system
participants in providing the fundamental assurance that cardholder PINs will not
be compromised. All participants should incorporate these recommendations in
their written procedures.

It should be understood that these recommendations are supplementary to the
security requirements defined by the networks. Network requirements should
always take precedence over these guidelines.

Security considerations not directly related to PIN processing of transactions are
beyond the scope of these minimum PIN and key management security
recommendations.

PIN Security Recommendations

General Standards

a) Data encryption keys and data encryption security procedures should be
compliant with the ANSI X9.8 Standard and ISO 9564-1.

b) The cardholder-entered PIN should be processed in equipment that
conforms to the requirements for Tamper-Resistant Security Modules
(TRSMs).

c) The PINs and PIN blocks should not appear in plain text at any point
within the network other than in a secure Tamper-Evident Secure Module
(TESM) or TRSM or a PIN mailer.

d) The PIN length should be a minimum of 4 digits and a maximum of 12
digits.

e) The plain text PIN should never be logged. PIN blocks, even encrypted,
should not be retained in transaction journals or logs, except temporarily
for audit and fault resolution purposes. Encrypted PIN blocks are required

in messages sent for authorization, and must not be retained for any
subsequent verification of the transaction.

f) PINs should be encrypted using a PIN block format that does not produce
the same encrypted PIN block for the same PIN for a different card
number. [Note that the ISO 9564-1 standard allows format 2 but ANS
X9.8 does not.]

g) All POS connections and host connections to the network should be
configured to use line encryption, to provide end-to-end encryption of data.

h) Acquirers, the network, and issuers should support the ANSI X9.8/ISO
9564 Format 3 PIN block so that an acquirer can ensure response
messages are generated by the correct issuer system.

5 See footnote 1 above.
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Recommendations for PIN, PIN Blocks, & Data Encryption Key at Acquiring
Device®

a) The PIN or PIN blocks (PIB) or data encryption keys should not be echoed
to the device screen.

b) The PIN should be encrypted at the keypad or in a TESM directly
connected to the keypad such that the PIN and key data cannot be
intercepted between the keypad and the TESM. It should not be possible
to insert a device between the keypad and the encryption device. Nor
should it be possible to recover a data encryption key from a temporary
application variable that may use those data encryption keys for securing
payment card data.

c) The PIN, PIN block, and data encryption key should not be in the clear to
the application in the device.

d) The PIN entry device should be configured with full tamper resistance
according to industry decreed timings and standards.
Recommendations for the Acquirer Host
a) The acquirer should only decrypt/encrypt PIN blocks within TRSMs.

b) The acquirer should maintain adequate key management procedures and
processes. These should comply with all parts of ISO 11568.

c) The acquirer should maintain discrete zones, across which PIN keys will
apply.

d) Unique cryptographic keys should be in use for each identifiable link
between host computer systems.

Recommendations for Switches and the Issuer or Authorizing Host

a) The switch (a computer or electromechanical device that controls routing
and operation of a signal path) should only decrypt/encrypt PIN blocks
within TRSMs. The switch should maintain adequate key management
procedures and processes. These should comply with ISO 11568. The
switch should maintain discrete zones, across which PIN keys will apply.

b) Unique cryptographic keys should be in use for each identifiable link
between host computer systems.

c) Data encryption keys should be protected using key encryption keys within
the payment application or POS applications.

¢ The responsibility for implementing these recommendations should be clearly understood and allocated by the POS
deployer or owner.

33



Recommendations for the Issuer or Authorizing Host

a)

b)

c)

The issuer or authorizing host should validate the PIN by comparing it with
stored encrypted values or offsets. The issuer or authorizing host should
not store the PIN in the clear.

The issuer or authorizing host should only decrypt/encrypt PIN blocks and
compare clear PIN blocks within TRSMs.

The issuer or authorizing host should limit the successive attempted
validations by a cardholder with the incorrect PIN. Indication that the PIN
is invalid should be included in the response from the issuer or authorizing
to the acquirer.

Recommendations for TRSMs

a)

b)

A TRSM should meet the requirements of a physically secure device as
defined in ISO 9564-1. Such a device must have a negligible probability of
being successfully penetrated to disclose all or part of any cryptographic
key or PIN. A TRSM can be certified only after it has been determined that
the device’s internal operation cannot be modified to allow penetration (for
example, the insertion within the device of an active or passive “tapping”
mechanism), making it tamper resistant.

A TRSM (for example, a PIN Entry Device (PED)) that complies with this
definition may use a Fixed Key or a Master Key/Session management
technique, that is, a unique (at least) double-length PIN encryption key for
each PED, or may use double-length key DUKPT as specified in ANSI
X9.24.2002.

A TRSM relying upon compromise prevention controls requires that
penetration of the device, when operated in any manner and in any
environment, should cause the automatic and immediate erasure of all
PINs, cryptographic keys, other secret values, and any useful residuals of
those contained within the device. These devices should employ physical
barriers so that there is a negligible probability of tampering that could
successfully disclose such a key.

Recommendations for PEDs

a)

b)

PEDs should use encrypting PIN pads that encrypt the PIN directly at the
point of entry to meet the requirements for compromise prevention. PEDs
that allow cleartext (unenciphered) PINs to travel over cable or similar
media from the point of entry to the cryptographic hardware encryption
device do not meet this requirement.

Devices that do not retain any key that has been used to encrypt or
decrypt secret data, including other keys (for example, DUKPT), require
only compromise detection and may be less tamper resistant.
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Recommendations for PIN Entry at the Acquiring Device

a)

b)

PIN pads should be located so that they are protected from unauthorized
observation.

PIN entry devices should move to encrypting keypads as soon as possible
or as part of upgrading to Triple DES.

Recommendations for PIN Pad Security

a)

b)

f)

g)

h)

Prior to connection to a POS network, a POS should be certified to have a
tamper-resistant PIN pad that meets the stated requirements of the
network. Networks may elect to accept certification announcing that the
PIN pad meets the requirements set by other networks (such as
Visa/MasterCard) if those requirements meet or exceed those of the
network.

Members who wish to deploy a new device type should begin by inquiring
with the vendor or against official lists of Certified Devices to determine if
the device type has already been certified. If the device type is included on
the List of Certified Devices, the member should obtain a copy of the
device certificate from one of the device vendors or from the device
certification agent prior to connecting the device.

For device types not included on relevant lists of Certified Devices, a
member or the device vendor should contact a device certification agent to
arrange for testing and certification of the device type.

If the manufacturer has had the device certified, it can be sold as a
certified device that will incur no further certification costs prior to
installation.

A manufacturing change to a device means that the device should be re-
certified.

When any modification is made to any component or attribute of the
device that is subject to certification, the device should be re-certified prior
to deployment; re-certification is required for all modifications to a device
unless none of the modifications affect a component or attribute that is
subject to certification.

Deployers should keep a current published list of all its certified POS
devices in operation.

Networks should set dates for compliance of new devices, replacement
devices, and existing devices. The dates set for each category of device
should be appropriate to the potential risk of compromise at non-compliant
devices. Devices identified as non-compliant will either not be permitted to
be connected to the network, or, in the case that installed PIN pads, a
request should be filed for exemption status. Otherwise, removal of the
POS will be required. Note: Deployed devices must meet the
requirements of all networks for which the devices acquires transactions.
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Recommendations for PIN Translation & Encryption

a)

b)

c)

d)

f)

)

h)

All cardholder PINs processed online should be encrypted and decrypted
using an approved cryptographic technique that provides a level of
security compliant with international and industry standards.

Online PIN translation should only occur using one of the allowed key
management methods: DUKPT, Fixed Key, or Master Key/Session Key.

Online PINs should be encrypted using the TDEA Electronic Code Book
(TECB) mode of operation as described in ANSI X9.52. For purposes of
these recommendations, all references to TECB are using key options 1
or 2, as defined in ANSI X9.52. Schemes may allow alternative methods if
validated as at least as secure as TDES.

All cardholder PINs processed offline using Integrated Circuit (IC) card
technology should be protected in accordance with the requirements in
Book 2 of the EMV2000 IC Card Specifications for Payment Systems.7

For online transactions, PINs should only be encrypted using 1ISO 95641
PIN block formats 0, 1, or 3. Format 2 should be used for PINs that are
submitted from the IC reader to the IC.

For secure transmission of the PIN from the point of PIN entry to the card
issuer, the encrypted PIN block format should comply with ISO 95641
format 0, ISO 9564-1 format 0,1, or 3. Schemes may allow for alternative
methods on a case-by-case basis.

For ISO format 0 and 3, the cleartext PIN block and the primary account
number block should be XORed together and then Triple DES encrypted
in Electronic Code Book (ECB) mode to form the 64-bit output cipherblock
(the reversibly encrypted PIN block). Note that as stated in
recommendation (f) above, a scheme approved alternative encryption
method may be used.

ISO format 3 should be used for encryption zones where the PIN
encryption key is static for the productive life of the device in which it
resides.

PINs enciphered only for transmission between the PIN entry device and
the I1C reader should use ISO format 0, 1, or 3. Formats 0,1 and 2 are less
secure than format 3 since they do not bind the account number to the
PIN. ISO Format 2 may only be used if encrypted with a unique key per
transmission.

7See sections 7 and 11.1.2 of Book 2 of the EMV2000 IC Card Specifications for Payment Systems.
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j) PINs should not be stored except as part of a store-and-forward
transaction as noted in ISO 9564-1 and then only for the minimum time
necessary. Any store-and-forward transaction PIN should be stored in
encrypted form using a unique key not used for any other purpose. Note:
Store-and-forward is a practice not compliant with PCI requirements.
Compensating controls must be in place if this is necessary.

k) Host Security Module (HSM) Master File Keys, including those generated
internal to the HSM and never exported, should be at least double-length
keys and use the TDEA.

Key Management Recommendations

In order to protect the secrecy of a PIN that has been encrypted using DES or
Triple DES, it is vital that the key used for encrypting and decrypting is also kept
secret. It is particularly important that great care be exercised in order to protect
the cleartext components of a key as they pass through the various lifecycles.

The practices and recommendations defined in this chapter, while not
necessarily exhaustive, are considered effective in protecting the secrecy of
encryption keys and their components®.

General Recommendations

Usage

a) Keys should be unique:

All keys used in a PED, whether for key encryption or PIN
encryption, should be unique to that device.

Terminal Master Keys (TMKs) and any keys used to load TMKs
should be unique to the device being loaded.

In a master/session key approach, the master key(s) and all session
keys should be unique to each cryptographic device.

Where a PED interfaces with more than one acquirer, the PED
TRSM should have a completely different and unique key(s) for
each acquirer. These should be totally independent and not variants
of one another.

Keys that are generated by a derivation process and derived from
the same base key should use unique data for the derivation
process. This ensures that all cryptographic devices receive unique
initial keys.

8 For more guidance on key management the reader is referred to the White Paper produced by K3DES LLC, Effective
Encryption Key Management Practices, available at ATMIA’s Best Practice Online Resource Center at
://www.atmianortham.com/ResourceCenter/atmresourcecenter.asp and on the GASA website at www.globalasa.com .
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vi.  Zone encryption should be used for communication between
organizations, and unique keys should be used for each identified
link between host computer systems.

b) PIN encryption keys should be held in only the PED and in security
modules at the minimum number of locations consistent with effective
operation. Disclosure of the key in one device should not provide
information that could feasibly be used to determine the key in any other
such device.

c) Keys may exist at more than one pair of locations for load balancing
purposes, for example in dual processing sites.

d) Encryption keys should only be used for the purpose they were intended,
S0 as to minimize exposure should a key be compromised. For example, a
Key Encryption Key should never be used as a PIN Encryption Key.

e) Keys should never be shared or substituted on a processor’s production
and test system.

f) No key or key component should ever exist outside a TRSM expect when
encrypted or securely stored and managed using the principles of dual
control and split knowledge.

Dual Control & Split Knowledge

As in DES and Triple DES, the same key is used to encrypt and decrypt. The
principles of dual control and split knowledge are fundamental to the
protection of encryption keys. These principles should be applied
throughout all key lifecycle stages and included in relevant written
procedures.

a) Dual control means that at least two authorized individuals are required to
work in partnership to carry out an activity, such as generating, storing, or
loading the cleartext components of a key.

b) Split knowledge means that no single individual knows, or has access to,
a whole entity, be it all the cleartext components of a key, or the
combination of a safe where key components are stored.

In order to implement these principles, an organization should designate
certain individuals as key custodians. Each key custodian should be assigned
responsibility for specific key components throughout their lifecycle. They may
be responsible for more than one key component as long as no two
components form part of the same key, because this would compromise the
principle of split knowledge.

One key custodian may be a back-up to another key custodian but only where
the principle of split knowledge would not be compromised. A key custodian
should not back up another key custodian if this will cause them both to be
responsible for components belonging to the same key.
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In order to reduce the opportunity for key compromise, the number of key
custodians should be limited to the minimum number required. In general the
designation of a primary and a back-up key custodian for each component
should be sufficient. This designation should be documented by having each
custodian sign a key custodian form. The form should specifically authorize
the custodian and identify the custodian’s responsibilities for safeguarding key
components or other keying material entrusted to them.

The key custodians should have no connection or reporting relationship to
other key custodians.

Witnessing Key-Related Events

Even with the principles of dual control and split knowledge in place, it is
recommended that certain lifecycle events be witnessed and signed off by a
third-party.

This third-party should have no relationship with the key custodians involved.
At a minimum key-related events that should be witnessed are:

a) Generation of encryption keys
b) Erasure of encryption keys

c) Destruction of cleartext encryption key components, regardless of the
media they are on

The witness should be given a copy of the script or procedure in use so that
they can follow the process. The witness should sign an affidavit that states
that the activity was carried out completely and correctly. Any deviations from
the script or procedure should be noted and explained.The affidavits form part
of the auditable records of the key management process and should be kept
indefinitely.

Documentation, Administration & Logging

For the effective management of encryption keys and their components,
certain procedures, logs, and forms should be in place.

a) Documented procedures should exist and be in use for:
i. All key generation processes
ii. All key transmission and conveyance processes
iii. All key loading activities

iv. All key compromise activities, including replacement of
compromised keys, escalation processes, damage assessment,
and remediation

v. All key destruction activities
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b) An encryption key log should be maintained for all actions related to key
components. At a minimum, this log should contain:

i. The name and signature of the authorized key custodian
ii. The type of key
iii. The number of the component
iv. The date and time of the action
v. The serial number of the tamper-evident envelope
vi. The action undertaken

The log should be periodically audited by an independent group, such as
Information Security, for completeness and accuracy. The encryption key log
should be kept in a tamper-evident envelope in a secure place like a safe. Its
removal from the safe and its tamper-evident envelope should be recorded.

c) In addition to the log mentioned above, certain other forms should be used
to record activities undertaken with regard to keys and key components.
At a minimum, these forms should include:

i. A form to record encryption key component values and
corresponding check sum values

ii. A form for recording encryption key components being transported
iii. A log for recording key loading activities

iv. A form for recording PINs used to access smart cards that contain
key components

v. A form for recording any passwords needed to activate any
equipment used

vi. Affidavits for the generation or destruction of keys and key
components

These forms along with the encryption key log form the basis for auditing key
management processes. They should be complete and contain as much
information as possible. They should be securely stored and made available
to those individuals conducting an audit.

Back-Ups

In principle, unique keys, once loaded, should not be retained even for the
purposes of back-up. Please note that it is not a requirement to have back-up
copies of key components or keys. However, for other keys:

a) Back-ups of secret keys should exist only for the purpose of reinstating
keys that are accidentally destroyed. The back-ups should exist only in
one of the allowed storage forms for that key.
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b) Creation and management of back-up copies should be under dual
control, they should be securely stored with proper access controls, and
they should be subject to at least the same level of security as keys in
use.

c) Back-ups (including cloning) should require a minimum of two authorized
individuals to enable the process.

Specific Recommendations for Key Encryption

a) All DES keys used for encrypting keys for transmittal should be at least
double-length keys and use the TDEA in an encrypt or decrypt mode of
operation for key encipherment.

b) A double- or triple-length DES key should not be encrypted with a DES
key of a shorter length.

c) RSA keys used to transmit or convey other keys should use a key
modulus of at least 1024 bits.®

d) DES keys that are used to encrypt other keys or to encrypt PINs and that
exist outside of a TRSM should be encrypted using either TDEA (using at
least double-length keys) or RSA (using a key modulus of at least 1024
bits). Schemes may allow alternative methods if validated to be at least as
secure as Triple DES.

e) Symmetric secret keys may be encrypted using public key cryptography
for distribution to PEDs as part of a key-establishment protocol.

f) Key variants should only be used in devices that possess the original key.

g) Although a key used to protect the PIN Encrypting Key should never be
used for any other cryptographic purpose. Variants of the same key may
be used for different purposes.

h) Variants of a Master File Key should not be used external to the (logical)
configuration that houses the MFK itself.

Specific Recommendations for Key Generation

The following is a list of the specific recommendations related to key
generation. Please bear in mind that these are in addition to those
recommendations already given in Key Management Recommendations
section of this chapter, particularly those related to dual control and split
knowledge and documentation and logging.

9 As of June 2004. Key lengths should be periodically re-evaluated.
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a)

b)

c)

d)

f)

All keys and key components should be generated using a random or
pseudo-random process that is capable of satisfying the statistical tests of
FIPS 140-2 level 3.

Keys should be generated so that it is not feasible to determine that
certain keys are more probable than other keys from the set of all possible
keys.

An independent assessor should certify self-developed implementations of
a cryptographic pseudo-random number generator.

The output of the key generation process should be monitored to ensure
there is no unauthorized tap or other mechanism that might disclose a
cleartext key or key component as it is transferred between the key
generation TRSM and the device or medium receiving the key or key
component.

Printed key components should be printed within blind mailers or sealed
immediately after printing so that only the entrusted party can observe
each component. This helps detect tampering.

Any residue from the printing or recording process that might disclose a
component should be destroyed before an unauthorized person can
obtain it.

Specific Recommendations for the Transfer, Conveyance, and Distribution
of Cleartext Components

The following is a list of the specific recommendations related to the transfer,
conveyance and distribution of cleartext key components. Please bear in mind
that these are in addition to those recommendations already given, particularly
those related to dual control and split knowledge, and documentation and

logging.

a)

b)

When a private or secret key is being physically forwarded, it should be
sent as a minimum of two separate components:

i. Each component should be transferred in a tamper-evident
package or within a TRSM.

ii. Each component should be sent via different communication
channels like different courier services. It is not sufficient to send
the key components for a specific key by the same courier on
different days.

Private and secret keys may also be transferred by transmitting the key in
ciphertext form provided that this does not compromise the principle of
split knowledge or the level of security in general.

All key encryption keys used to transmit or convey other cryptographic
keys should be (at least) as strong as any key transmitted or conveyed.
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d) Public keys should be conveyed in a manner that protects their integrity
and authenticity and should use a mechanism independent of the actual
conveyance to provide the ability to validate receipt of the correct key.

e) No person should have access to any cleartext key component during the
transport process.

f) Mechanisms should exist to ensure that only authorized custodians place
key components into tamper-evident packaging for transmittal and that
only authorized custodians open tamper-evident packaging containing key
components.

g) Any single unencrypted key component should be at all times during its
transfer, conveyance, or movement between any two organizational
entities:

i. Under the continuous supervision of a person with authorized
access to this component,

or,

ii. Locked in a security container (including tamper-evident packaging)
in such a way that it can be obtained only by a person with
authorized access to it,

or,

ii. In a physically secure TRSM managed under the strict principles of
dual control and split knowledge.

h) Key establishment protocols using public key cryptography may also be
used to distribute PED symmetric keys. These key establishment
protocols may use either key transport or key agreement. In a key
transport protocol, the key is created by one entity and securely
transmitted to the receiving entity. For a key agreement protocol, both
entities contribute information, which is then used by the parties to derive
a shared secret key.

i) A public key technique for the distribution of symmetric secret keys
should:

i. Use public and private key lengths that are deemed acceptable for
the algorithm in question (for example, 1024-bits minimum for
RSA);

ii. Use key-generation techniques that meet the current ANSI and ISO
standards for the algorithm in question;

iii. Provide for mutual device authentication for both the host and the
PED. This includes assurance to the host that the PED actually has
computed the session key or actually can compute the session key
and that no other entity other than the PED specifically identified
can possibly compute the session key.

43



Specific Recommendations for Key Component Storage and
Physical Access

Please note that this section refers to keys and key components prior to their
being loaded. Unique keys and their component parts should not be kept once
they have been loaded. These recommendations are in addition to those given in
this chapter regarding dual control and split knowledge and documentation and

logging.
a) Printed or magnetically recorded key components should reside only

within tamper-evident sealed envelopes so that the component cannot be
ascertained without opening the envelope.

b) The media upon which a component resides should always be physically
safeguarded.

c) Components for a specific key that are stored in separate envelopes but
within the same secure container, place reliance upon procedural controls
and do not meet the requirement for physical barriers.

d) Furniture-based locks or containers with a limited set of unique keys are
not sufficient to meet the requirement for physical barriers.

e) No one but the authorized key custodian (and designated back-up) should
have physical access to a key component.

f) Key components may be stored on tokens (for example, PC cards, smart
cards, and so forth). These tokens should be stored in such a manner as
to prevent unauthorized individuals from accessing the key components.
For example, if key components are stored on tokens that are secured in
safes, more than one person might have access to these tokens.
Therefore, additional protection is needed for each token (possibly by
using tamper-evident envelopes) to enable the token’s owner to determine
if a token was used by another person. Key components for each specific
custodian should be stored in separate secure containers.

g) If a key is stored on a token and a PIN or similar mechanism is used to
access the token, only that token’s owner (or designated back-up) should
have possession of both the token and its corresponding PIN.

Specific Recommendations for Key Loading and Entry

The following is a list of the specific recommendations related to the key loading
and entry. Please bear in mind that these are in addition to those
recommendations already given, particularly those related to dual control and
split knowledge, and documentation and logging.

a) All keys when loaded from individual cleartext components should be
loaded using the principles of dual control and split knowledge.
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b)

f)

¢)]

h)

Manual key loading may involve the use of media such as paper or
specially designed key-loading hardware devices. For devices that do not
support the entry of full-length components, two or more components
should be created and used.

Any TRSM loaded with the same key components should combine all
entered key components using the identical process.

Any mechanisms used to load keys, such as terminals, external PIN pads,
or key guns, should be protected to prevent any type of monitoring that
could result in the unauthorized disclosure of any component.

Prior to key loading, TRSM equipment should be inspected to detect any
evidence of monitoring or tampering.

Plaintext keys and key components should be transferred into a TRSM
only when it can be ensured that there is no tap at the interface between
the conveyance medium and the cryptographic device that might disclose
the transferred keys. It should also be ensured that the device has not
been subject to any prior tampering which could lead to the disclosure of
keys or sensitive data.

A TRSM should transfer a plaintext key only when at least two authorized
individuals are identified by the device (for example, by means of
passwords or other unique means of identification).

The injection of key components from an electronic medium to a
cryptographic device (and verification of the correct receipt of the
component is confirmed, if applicable) should result in either of the
following: the medium is placed into secure storage, if there is a possibility
it will be required for future re-insertion of the component into the
cryptographic device, or all traces of the component are erased or
otherwise destroyed from the electronic medium.

For keys transferred from the cryptographic hardware that generated the
key to an electronic key-loading device:

i. The key-loading device should be a physically secure TRSM that is
designed and implemented in such a way that any unauthorized
disclosure of the key is prevented or detected;

ii. The key-loading device should be under the supervision of a
person authorized by management or should be stored in a secure
container so that no unauthorized person can have access to it;

iii. The key-loading device should be designed or controlled so that
only authorized personnel under dual control can use and enable it
to output a key into another TRSM. Such personnel should ensure
that a key-recording device is not inserted between the TRSMs;
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iv. The key-loading device should not retain any information that might
disclose the key or a key that it has successfully transferred.

j) Any tokens, Erasable Programmable Read-Only Memory devices
(EPROMSs), or other key component holders used in loading encryption
keys should be maintained using the same controls used in maintaining
the security of hard copy key components. These devices should be in the
physical possession of only the designated component holder and only for
the minimum practical time.

k) If the component is not in human comprehensible form (for example, in a
programmable read-only module (PROM), in a smart card, on a magnetic
stripe card, and so forth), it should be in the physical possession of only
one entity for the minimum practical time until the component is entered
into a TRSM.

[) If the component is in human readable form (for example, printed within a
PIN mailer type document), it should only be visible at one point in time to
only one person (the designated key custodian) and only for the duration
of time required for this person to privately enter the key component into a
TRSM.

m) Printed key component documents should not be opened until just prior to
entry.

n) All hardware and passwords used for key loading should be managed
under dual control.

o) Any hardware used in the key-loading function should be controlled and
maintained in a secure environment under dual control. Use of the
equipment should be monitored and a log of all key-loading activities
maintained for audit purposes. All cable attachments should be examined
before each application to ensure they have not been tampered with or
compromised.

p) Any physical key(s) (for example, brass keys) used to enable key loading
should not be in the control or possession of any one individual who could
use those keys to load cryptographic keys under si